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Practice Labs
The IT competency hub

Practice IT. Prove IT. Do IT.

Our aim is to exceed your expectations and to support you

to the best of our ability.
Our story

Our company mission is to help our users, customers,
partners and our CREW to be better today than they were
yesterday.

Our company vision is to help improve the IT skills of one
million users by 2023.

As a Practice Labs partner you will be a part of that vision!

The Practice Labs CREW ‘

257

SME Culture

Leaders




FORMALEDUCATION el Life I (0] g I earn i n g

THEORETICAL HANDS-ON
KNOWLEDGE EXPERIENCE

EXAM SUCCESS WORK READINESS

IT SKILLS GAP IT COMPETENCE

Practice Labs and Exam Preps reinforce theoretical
MIND THE SKILLS GAP learning with live, hands-on practice using real
equipment, accessible 24/7 via a web browser or
through integration with a Learning Management
System.,

Practice Labs will work in collaboration with you to address both digital
literacy and IT skills shortages, and to help bridge the gap between
formal education and the needs of industry.

Working in collaboration with our partners and
customers, the Practice Lab solution can support
digital literacy and facilitate experiential IT learning
for learners, employees, and those looking to enter

FORMAL EDUCATION E):.FEE;IEI“J(';AL INDUSTRY NEEDS or‘ re-e nter the Workplace.

THEORETICAL HANDS-ON
KNOWLEDGE EXPERIENCE

= A ¢ F— Practice Labs solution can contribute to lifelong
R _: ( 1 e learning ambitions, up-skilling workers and re-
\/) skilling others looking to switch career paths and
explore new opportunities within the IT sector.

Practice Labs’
The IT competency hub

@ Practice IT Prove IT DolT

15 Practice Labs Pz




THEORETICAL +. EXPERIENTIAL : :
h Benefits of hands-on practice l

HANDS-ON PRACTICE

Knowledge @ M Knowledge Allows users to:
i o= applied in our
gained 8 Q L Ii\f)eFilobs 1. Get acquainted with real-world hardware and software

INCREASED CONFIDENCE 2. Increase their chances of exam success.

Knowledge 1 + F IT:c:?nei:\egd . Learning from their mistakes within a risk-free
aps identified b :
Jop ©\ interventions environment.

BETTER UNDERSTANDING Prepare for vendor testing and certification.

. Build their confidence
Revision V4 Test readiness
for exams a + @ with Exam Preps . Develop their reasoning, interpretation evaluation and

problem-solving skills.

IMPROVED EXAM RESULTS
Develop the practical skills employers are looking for.

1 ﬁ * . Demonstrate their work-readiness.

Learners are qualified AND IT
competent and have the skills “Why do we practice? We practice because we want to get better. Because, by
employers are Iooking for practicing, we can mess up — and learn from those mistakes. And because, ultimately,
we are not just valued by the number of qualifications we have — we are valued because

of who we are, what we do, and how good we are at doing it”.
v

GREATER EMPLOYABILITY PRospmtme Labs Pl Ricky Doyle, CREW Captain, Practice Labs




Hands-on blended learning for IT '

What is a Practice Lab? Practice Labs demo

' What Is A Practice Lab? 0 ad
i < Watch Jator  Share

*  Gives learners access to the latest hardware
and software via live (not simulated) IT lab

environments.

*  Builds learner confidence and
competence through hands-on practice.
Supporting all ability levels — from increasing basic digital
FUELLING * Endless real-world scenarios extend PP 6 y . : & e s 6
FUTURE < competency and preparing for Microsoft certification, to
GROWTH ' tackling cybersecurity and mastering complex IT skills.

We host, maintain and deliver hundreds of pre-configured
Labs (hardware), each of which house a series of Lab
Devices.

* Virtualises the IT classroom for
remote learning and assessment.

*  Customise to aligns to curriculum.

e Reduces infrastructure costs. As users log into our Practice Lab Environment (PLE), where
the actual practice takes place, they will be prompted to
fire up the appropriate Lab Devices associated with
whichever Practice Lab, assessment or Exam Prep they are
accessing at the time.

*  Saves on licensing fees.




What we do

Virtual, live (not simulated) Practice WIRESHARK
, live ( ) - DIGITAL
Labs: DEVELOPMENT_ CERTIFICATION
*  Vendor certification titles Skill / Role COMPTIA CUSJ;%M
NETWORK+ I'I>'| I
. 2 >
based KSAT titles 0 FUNDAMENTALS 0
*  Bespoke and custom, curriculum or DIGITAL ?
course aligned titles —
BINTERFAC! DATA MODELS 5 g
@ :7

*  Pre configured multi-environment

it CISCO  MICROSOFT

PRACTICAL ENTERPRISEZ

FIREWALLS g
: ~EXCHANGE
3 o
3 0y
TROUBLESHOOTING 8 goQLx
swiredeia NETWORKING: 3
g

D

Virtual Assessments:
*  Vendor certification Exam Preps DIGITALLITERACY SER)!

Knowledge, Skills, Ability, Tasks CYB E R
(KSAT) assessments SECU RITY

* Unique ‘Live’ performance based ETHIC Al.I I T
-1
assessments . PROGRAMMINGZ

PYTHONZS FUNDAMENTALSZ

O

o

=

Z

m

AS
ETWORKING
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Vendor overview - CISCO (Certification titles)

i
CISCO.

Cisco’s broad range of routing, switching and security technologies remains
a popular choice with organizations seeking to interconnect their business
systems, critical services, and client connectivity. This is reflected in the
growing demand for Cisco-competent engineers and the rise in salary levels
for candidates who can offer Cisco networking skills.

Why Practice Labs Cisco?

Installing, configuring and maintaining Cisco live labs for in-house training
purposes is time consuming, resource intensive and costly — making it
beyond reach for the majority of businesses, schools and colleges.

Instead, students, employees — and others looking to extend their practical
understanding of Cisco technologies — turn to our experiential Cisco Practice
Lab Environment to hone their hands-on Cisco networking, security and
troubleshooting skills.

Working on live Cisco equipment, users can freestyle within our Cisco
Practice Labs or opt to follow comprehensive lab guides, aligned with Cisco
training course content. Our Cisco Exam Preps offer a valuable way for users
to review and confirm their readiness for testing prior to committing to the
expense of Cisco certification.

Read more about Practice Labs Cisco titles

19 223 1,083 146,000

Cisco titles Modules Exercises Lab hits in 2019

DOV

= D 2D AV

N

CISC

PRACTICAL
FIREWALLS

TROUBLESHOOTING
SWITCHING

15 Practice Labs Playbook 7/20



Vendor overview — CompTIA (Certification titles)

Technology and vendor-neutral, CompTIA certifications are widely
considered to be the foundation of any IT career.

Why Practice Labs CompTIA?

From entry-level IT jobs such as technical support specialist or help-desk
technician to cybersecurity analyst and advanced security practitioner — we've
got it covered. Our live CompTIA Practice Labs and Exam Preps mirror the
content and exam objectives of CompTIA's courseware and certifications, all
backed up by comprehensive user-guides to smooth the transition from
beginner to competent practitioner.

And we don't restrict our Practice Lab Environment to the signature CompTIA
A+, Network+ or Security+ certifications. Our Practice Labs and Exam Preps also
cover Server+, CySA, CASP+, Cloud+, Linux+ and IT Fundamentals+, allowing
users to both refine and extend their practical CompTIA skills. { 5 14

So, if you're looking for a solution which builds on theoretical learning by
providing a live, hands-on CompTIA experience —you're in just the right place.

Read more about Practice Labs CompTIA titles

1.6 million

Hits on our CompTIA titles during 2019

CySA
DEVELOPMENT OCERTIFICATION

COMPTIA

NETWORK

15 Practice Labs Playbook 8/20



Vendor overview — Microsoft (Certification titles)

=. Microsoft Read more about Practice Labs Microsoft titles

Microsoft software systems are prolific across the enterprise, with more than

83% of all organizations using Microsoft Office. Not surprising then that we

offer such breadth and depth of Microsoft content. Whether you're a

Microsoft Office rookie or a seasoned IT professional configuring and 89 1137 5,358 563,334
administrating Microsoft software — there’s something for everyone, with = e - e
guided step-by-step instruction on-hand if required.

Why Practice Labs Microsoft?

DIGITAL E

_ _ _ , , EDATAMODELS 3 o
Practice makes perfect and builds confidence too. All our Microsoft Practice 3 2 2
Labs and Exam Preps are aligned with the relevant Microsoft course content @ 2 %

and associated exams, so your students are sure to be well prepared before M I C R 0 S 0 FT
testing or certification.

ENTERPRISEZ
Our content can be accessed 24/7 via web browser or through your Learning : EXCHANGE
Management System. It takes minutes to set up and saves you the job of 5 o
building and maintaining your own live-lab environment (we know first-hand g 9 @
just how resource-heavy and time consuming that can be!). NETWORKING é 2
) <

15 Practice Labs Playbook 9/20



Practice Labs Bespoke & Custom

rl Practice Labs’ Read more about Practice Labs Bespoke and custom titles

Where we identify a gap in provision or an industry need, we work with leading
subject matter experts to create proprietary content for our own bespoke
Practice Labs. Individual modules can be selected from across our library, and
mixed and matched to align, for example, with a school’s curriculum or with an
organization’s business need.

360+ 3,687 17,261

Titles Modules Exercises

About Practice Labs Bespoke and Custom

These cover two of our most popular topics:

Cybersecurity skills — to inform and educate IT recruits, students and — ﬁzg‘ﬁt WIRESHARK DIGITAL
others about cybersecurity, including ethical hacking and Red Team @

Blue Team tactics.

o o T
Network skills — to provide a fundamental understanding of network @ C U s O M

security and Wireshark tools. e SXETHICAL
> T

We also build bespoke Practice Labs for major blended learning S 8
providers like, and for customers such as universities, colleges and the FUNDAMENTALS A
) . m

armed forces. Customers who don't require such a bespoke approach o

can opt to customize existing Practice Labs and Exam Preps instead.

15 Practice Labs Playbook 10/20



Custom & bespoke ® 3700+modules

We can work with IT Academy to build custom and bespoke
solutions aligned to your curriculum or course requirements:

OPTION 01 OPTION 02 OPTION 03

* Custom option 01: Complete Practice Labs titles can be WHITE-LABELLED REPURPOSED MODIFIED
white-labelled and branded for a customer

* Custom option 02: Modules from a number of different

titles can be combined to create a new customer specific

title. Up-to 20 modules as standard, per title. ‘ ‘ ‘
* Custom option 03: As above, but including customer

modifications to personalise the existing text within the

modules. The Practice Labs Environment itself will remain
unchanged.

DIGITAL LITERACY S
« Bespoke: Incorporating customer specific content and CYBER >
Practice Labs spec requirements; development costs POA. SECURITY 'i:;

COMMSZ

TWORKING
P

W

IT’ROGRAMMING%
FUNDAMENTALS

1IN
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Proven track record

Practice Labs has a proven track record of provisioning
innovative learning solutions to customers in the US, the UK,
Australia and South East Asia.

In 2019 alone we successfully delivered over 10.5 million
Practice Labs — recording more than 3.5 million logins to the
Practice Labs Environment by students, apprentices,
employees and IT professionals seeking to extend their digital
literacy and develop their IT skills.

We are trusted partners of leading brands in industry and - y A
academia, and of professional bodies such as the British - > 21
Computing Society and the Institute of Coding - | :

9  soLas

CAPELLAUNIVERSITY UNNERS[TY rnin wor s ;’,;
15BFACHLE Fabs Playhy

£
e
s’

California
Community
Co”eges Chartered

Institute
for IT




Process / ordering

We work with you to identify and deliver the best possible
solution. This might be ‘off the shelf’ titles, or a requirement
to build custom and bespoke solutions aligned to your
curriculum or course requirements:

* Step 1: Discovery: Collaboratively work to identify
organizational structure, learning and business objectives
and growth requirements.

Step 2: Proposal : Demonstration and review process;
working with SME’s and Product Teams to ensure
proposed solutions meet and exceeds the customer
expectation.

Step 3: Delivery: Working with our support, product and
customer care teams to ensure timely and hassle free
setup and integration.

Onboarding

Our customer care team will work with you to ensure the best
possible welcome to Practice Labs:

*  Online platform training and demonstrations

* Ensuring the provision of training materials to users
* Ensure accessibility and integration setup

* Establish and provide reporting success metrics

* Ensuring delivery against customer SLA’s

* Review the support process

Playbook 13/20



Integration

Our Practice Labs Environment (PLE) is a live, real-world IT environment
accessible via a web browser or integrated with a learning management
system (LMS).

Learning Tools Interoperability (LTI) is a standard developed by the IMS Global
Learning Consortium.

Our Practice Labs are LTI compliant and enable reporting back into an LMS.

Practice Labs is a certified LTl tool provider, enabling partners who are LTI
compliant to integrate seamlessly with the PLE.

This document details how to integrate with the PLE from an LMS. It covers
the following;

1. Environments.

2. Parameters. 1‘hood|e

3. Integration. Blackboard-
Related links

Resource selection tool
Connecting to Practice Labs devices

Practice Labs’
The IT competency hub

LMS Integration

Quick Guide




Practice Labs Service Status page for Incident impact and scheduled
Help & support et ;

maintenance notifications: https.//status.practice-labs.com/

We have a dedicated Partner Support Team providing a 24/7
service for all technical queries.

Our partners can contact us:

% Use Sulde Inline in Platform M Email @ i Ephons

& Videos
1 - 3 5 4 X X AR
24 x 7 x 365 24x7x36 S UK: 9am-10pm

By email. :
(Mon-Fri)

Inline — within the PLE.
Via the contact form on our website.
by phone.

US EST: 4am-5pm
(Mon-Fri)

https://www.practice- OOH Business

labs.com/support/# Critical 24x7
/userguide

Comprehensive online guides are provided to help partners
to navigate the PLE. These guides explain its various

elements and features, and include a list of frequently asked
questions. US: +1 (612) 295 0326
UK: +44 (0) 203 588 7250
oorut of hours, option #1

for Business Critical
Option

95% <1 hour

Average response time Time actioned
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Thailand - Country Manager
+66 (098) 689-615]
pattavee passakul@practice-labs.com a

www.practice-labs.com
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Manage Operating System Tools

Installing Windows

Run Linux from a Live CD

Configure Mobile Devices

Manage File System Security

Configure Network-based Anti-Malware
Manage Operating System Updates
Password Policies

Multifactor Authentication and Run As
Manage Backup and Restore

Manage User Authentication with RADIUS
Working with Basic HTML Tags
Fundamentals of Software Programming
Working with Primitive Data Types in Javascript
Working with Primitive Data Types in Python
Converting Data Types in Python

Core Database Concepts

Data Storage

Modify Data

Administering Databases
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Social Engineering Reconnaissance

Install Productivity Software

Working with Business Software - Desktop Publishing and PDF Creator
Manage Application Delivery Methods

Troubleshoot Network Connectivity Issues

Troubleshoot Windows Operating System Errors

Manage Web Browser Settings Part 1

Manage Web Browser Settings Part 2

Managing Units of Measure - Disks, Network Throughput and Processor
Implement Device Security with Anti-Malware Apps

Implement Device Security with Host-Based Firewall and Password Policy

Implement Device Security with Signed Software, Trusted Sites and Application Control

Preliminary Scope of Work (SOW)
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